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ABSTRAK

Perkembangan teknologi informasi dan komunikasi telah mendorong peningkatan
penggunaan jaringan nirkabel (WiFi) sebagai sarana konektivitas yang fleksibel dan
efisien. WiFikini digunakan secara luas di berbagai sektor, mulai dari rumah tangga
hingga institusi publik. Namun, di balik kenyamanan tersebut, jaringan WiFi
memiliki potensi kerentanan terhadap berbagai ancaman keamanan seperti sniffing,
spoofing, brute force, dan man-in-the-middle attack. Kurangnya kesadaran
pengguna serta lemahnya konfigurasi sistem keamanan jaringan sering menjadi
penyebab utama terjadinya pelanggaran keamanan. Penelitian ini bertujuan untuk
mengimplementasikan tools Aircrack-ng dalam menganalisis tingkat keamanan
jaringan WiFi dan mengevaluasi efektivitasnya dalam mengidentifikasi celah
keamanan. Pengujian dilakukan menggunakan metode penetration testing yang
mencakup tahapan scanning, capturing, deauthentication, dan cracking, dengan
sistem operasi Kali Linux sebagai platform pendukung. Penelitian ini dilaksanakan
pada jaringan WiFi di lingkungan PT Evergrown Technology. Hasil penelitian
menunjukkan bahwa Aircrack-ng efektif dalam mendeteksi kelemahan, terutama
pada penggunaan sandi yang lemah dan enkripsi yang tidak aman. Melalui serangan
deauthentication, handshake berhasil dikumpulkan dan digunakan dalam proses
cracking untuk mendapatkan password. Temuan ini menegaskan bahwa sistem
jaringan WiFi masih rawan disusupi apabila tidak dikonfigurasi secara tepat.
Sebagai langkah mitigasi, disarankan penerapan sandi yang kuat, penonaktifan fitur
WPS, pembaruan firmware secara rutin, dan penggunaan MAC Filtering untuk
membatasi akses perangkat. Dengan demikian, Aircrack-ng dapat dimanfaatkan
sebagai alat analisis sekaligus referensi dalam meningkatkan keamanan jaringan
nirkabel.

Kata Kunci : Aircrack-ng, Kali Linux, Keamanan Jaringan, MAC Filtering,

Penetration Testing.
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ABSTRACT

The rapid development of information and communication technology has led to an
increased use of wireless networks (WiFi) as a flexible and efficient means of
connectivity. WiFi is now widely utilized across various sectors, from households
to public institutions. However, behind its convenience lies a high vulnerability to
numerous security threats such as sniffing, spoofing, brute force attacks, and man-
in-the-middle attacks. A lack of user awareness and weak network configuration
are often the primary causes of these security breaches. This study aims to
implement the Aircrack-ng tool to analyze the security level of WiFi networks and
evaluate its effectiveness in identifying potential vulnerabilities. The testing process
adopts the penetration testing method, which includes stages such as scanning,
capturing, deauthentication, and cracking, using the Kali Linux operating system
as the supporting platform. The study was conducted on a WiFi network within the
PT Evergrown Technology environment. The results indicate that Aircrack-ng is
effective in identifying vulnerabilities, particularly in weak passwords and insecure
encryption configurations. Through a deauthentication attack, handshake data was
successfully captured and used in the password cracking process. These findings
confirm that WiFi networks remain susceptible to unauthorized access if not
properly secured. As mitigation strategies, the use of strong passwords, disabling
WPS features, regular firmware updates, and applying MAC Filtering to restrict
device access are recommended. Thus, Aircrack-ng can serve not only as a
penetration testing tool but also as a valuable reference for enhancing wireless
network security.

Keywords :  Aircrack-ng, Kali Linux, MAC Filtering, Network Security,

Penetration Testing.
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