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ABSTRAK

Keamanan aplikasi web menjadi perhatian utama di era digital, terutama karena
meningkatnya ancaman serangan siber seperti SQL Injection. Serangan ini
mengeksploitasi celah pada aplikasi yang terhubung ke database untuk
mendapatkan akses tidak sah terhadap informasi sensitif. Structured Query
Language Injection termasuk dalam kategori serangan yang berbahaya karena
mampu mengganggu kerahasiaan, integritas, dan otorisasi sistem. Untuk itu,
dibutuhkan sistem pertahanan jaringan yang andal seperti Intrusion Detection
System (IDS). Penelitian ini bertujuan untuk mengimplementasikan dan
membandingkan performa dua IDS open-source populer, yaitu Snort dan Suricata,
dalam mendeteksi serangan SQL Injection. Metode penelitian menggunakan
pendekatan eksperimen berbasis testbed pada lingkungan virtual. Damn Vulnerable
Web Application digunakan sebagai target serangan pada VM Ubuntu, sementara
VM Kali Linux digunakan untuk melakukan serangan SQL Injection secara manual.
Snort dan Suricata dikonfigurasi pada sistem target untuk memonitor lalu lintas dan
mendeteksi upaya serangan berdasarkan aturan (rules) tertentu. Hasil penelitian
dianalisis menggunakan metrik akurasi, presisi, recall, dan FI-score. Hasil
pengujian menunjukkan bahwa Suricata memiliki performa lebih unggul
dibandingkan Snort. Suricata mencatat akurasi sebesar 83,33%, presisi 92,31%,
recall 88,89%, dan FI score 90,56%. Sementara Snort memperoleh akurasi
76,67%, presisi 83,33%, recall 86,96%, dan FI score 85,10%. Selain itu, waktu
deteksi Suricata lebih cepat dengan rata-rata 9,77 detik per insiden dibandingkan
Snort yang memerlukan 10,74 detik. Berdasarkan hasil tersebut, disimpulkan
bahwa Suricata lebih efektif, akurat, dan efisien dalam mendeteksi serangan SQOL
Injection pada skenario pengujian ini.

Kata Kunci: Keamanan jaringan, SQL Injection, Snort, Suricata, Intrusion
Detection System



ABSTRACT

Web application security has become a major concern in the digital era, especially
with the growing threats of cyberattacks such as SQL Injection. This type of attack
exploits vulnerabilities in applications connected to databases, allowing
unauthorized access to sensitive information. Structured Query Language Injection
is considered one of the most dangerous types of injection attacks because it can
compromise the confidentiality, integrity, and authorization of systems. Therefore,
a reliable network defense mechanism such as an Intrusion Detection System (IDS)
is essential. This study aims to implement and compare the performance of two
popular open-source IDS tools—Snort and Suricata—in detecting SQL Injection
attacks. The research method adopts an experimental approach using a virtualized
testbed environment. Damn Vulnerable Web Application was installed on a
Ubuntu-based virtual machine as the attack target, while a Kali Linux virtual
machine was used to manually launch SQL Injection attacks. Snort and Suricata
were both configured on the server to monitor network traffic and detect intrusion
attempts based on predefined rules. The results were analyzed using evaluation
metrics including accuracy, precision, recall, and F1-score. The findings show that
Suricata outperformed Snort in all evaluation metrics. Suricata achieved an
accuracy of 83.33%, a precision of 92.31%, a recall of 88.89%, and an F1-score of
90.56%. In comparison, Snort recorded 76.67% accuracy, 83.33% precision,
86.96% recall, and an Fl-score of 85.10%. Furthermore, Suricata demonstrated
faster detection speed, with an average response time of 9.77 seconds per incident,
compared to 10.74 seconds for Snort. In conclusion, Suricata proved to be more
effective, accurate, and efficient in detecting SQL Injection attacks within the tested
environment.

Keywords: Network security, SOL Injection, Snort, Suricata, Intrusion Detection
System
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